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CompliancePal is an innovative software solution 
that makes it easy, quick and inexpensive to comply 
with the ID Theft Red Flags Rule.  Now automotive 
companies can save hundreds of hours, thousands  
of dollars and stay out of trouble.“ – Sai Huda, chairman and CEO, Compliance Coach. Page 52
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In the United States, 8.3 million people 
fall victim to identity theft every year 
leading to losses of up to USD 15.6 bil-
lion. In order to cut this figure, the US 
government has issued a new regula-
tion to implement the Fair and Accu-
rate Credit Transactions or FACT Act. 
This regulation, called Identity Theft 
Red Flags Rule, is already in effect with 
compliance mandatory on November 
1st 2008.

The FACT Act, which was passed 
in 2003 by the US Congress, allows 
consumers to request and obtain a free 
credit report once a year from each 
of the three nationwide consumer 
credit reporting companies of Equifax, 
Experian and TransUnion. It also helps 
reduce identity theft by allowing indi-
viduals to place alerts on their credit 
histories if identity theft is suspected. 
The new regulation to the FACT ACT 
makes it mandatory for any firm, big 
or small that gives credit to consumers, 
to implement an identity theft preven-
tion program for new and existing 
accounts.

The solution, according to Compliance 
Coach Inc., a provider of automated 
regulatory compliance solutions to the 
financial services industry, is its Com-
pliancePal software. CompliancePal is 
a web-based software that walks the 
user through a series of questions and 
produces the required risk assessment, 
the mapping of red flags to appropriate 
detection and response procedures, the 
written program, the training materials 
and the compliance status report, ev-
erything else that is necessary to pass 
an audit. The software is updated regu-
larly for new identity theft schemes 
and red flags so a company can easily 
update its identity theft program and 
maintain compliance. For example, re-
cently 23 new red flags were added to 
the software based on recent significant 
identity theft cases. To use the solution, 
companies simply sign-up online and 
access the software via the Internet.

Compliance Coach says that with its 
software, companies will save hun-

dreds of hours, thousands of dollars by 
complying quickly with the new Iden-
tity Theft Red Flags Rule. Under this 
Rule, each company must identify all of 
the accounts it offers that are covered by 
the Rule, perform a risk assessment of 
each covered account, identify red flags 
for each account that may indicate pos-
sible identity theft, map each red flag 

to appropriate detection and response 
procedures. Companies have to develop 
a written program and obtain board 
of directors approval, provide training 
to appropriate employees, monitor for 
new identity theft red flags and new 
risks, make appropriate changes in 
procedures and update the program 
and provide a compliance status report 
at least annually.

“CompliancePal is an extremely easy-
to-use and cost-effective solution. Our 
team of legal, compliance and technol-
ogy experts have meticulously designed 
the software to enable compliance 
quickly, easily and save hundreds of 
hours and thousands of dollars. Compli-
ance Coach’s team of legal and compli-
ance experts monitor and analyze daily 
identity theft cases, schemes and trends 
to identify new red flags. Compliance-
Pal is the only solution for millions of 
companies to easily stay on top of new 
red flags,” says Sai Huda, chairman and 
CEO, Compliance Coach Inc.

Compliance Coach is a leading pro-
vider of automated regulatory compli-

ance solutions to the financial services 
industry. Seven of the top 10 banks 
and hundreds of financial services 
companies throughout the U.S. rely on 
Compliance Coach’s solutions and ser-
vices to mitigate compliance risk. The 
company has an in-house team of some 
of the nation’s top compliance experts. 
Its experts are former regulators that 
have examined financial institutions, or 
compliance attorneys or compliance of-
ficers who have spent years practicing 
compliance at leading financial institu-
tions. “Our experts are also at the fore-
front and work closely with regulators 
on implementing new regulations, and 
take pride in being the first to educate 
the industry whenever a new regula-
tion is issued. This deep expertise 
enables us to provide the highest qual-
ity regulatory compliance advisory, 
consulting and training services to our 
financial services customer,” says the 
company.

Automotive Industries spoke to Sai 
Huda, Chairman and CEO of Compli-
ance Coach.

AI: How have companies that offer 
credit reacted to the new Identity Theft 
Red Flags Rule?

Sai Huda: The affected companies fall 
into one of three types:

1. Understand the Rule and have 
started compliance efforts.

2. Somewhat familiar with the Rule 
and are just now beginning compliance 
efforts.

3. Completely unfamiliar with the Rule 
or have heard about it but are too busy 
to deal with it now.

The first type are companies that real-
ize complying with the Rule will not be 
easy and will take a lot of work. They 
are in the midst of risk assessments 
and developing the program. They are 
realizing that if they do not get it right 
the first time, they will have significant 
risks. They still need further guidance 

All auto dealers and 
creditors must comply by 

November 1, 2008. 
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www.CompliancePal.com 
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and a tool to help them comply correct-
ly. This is a small number of companies 
out of the millions that need to comply.

The second type are companies that 
are now just getting up to speed with 
the Rule and starting compliance ef-
forts. They are beginning to realize the 
magnitude of the challenge ahead and 
are worried about complying by the 
deadline. The more they get deeper 
into the process, the more worried they 
get. They need a tool to make compli-
ance easier, faster and correct.

The third type are companies that have 
not heard about the Rule or have heard 
about it a bit but do not want to deal 
with it now since the deadline is a few 
months later (i.e. November 1, 2008) 
and think they will have plenty of time 
to get into compliance. This is majority 
of the millions of companies that have 
to comply by the deadline. They have 
limited resources and are busy selling 
and want to deal with the Rule later. 
These are the ones that will most defi-
nitely need a tool in order to make the 
deadline, because they have underesti-
mated the time and effort it will take to 
comply.

AI: How will the new Regulation affect 
automotive companies’ client credit 
applications?

Sai Huda: Automotive companies 
are one of the largest sectors that are 
directly affected by the new Rule. 
They will have to expend a signifi-
cant amount of time and money to 
get into and stay in compliance. The 
new Rule raises the bar for automotive 
companies. It creates an affirmative 
obligation. These companies are now 
expected to take active steps to detect, 
prevent and mitigate identity theft dur-
ing the credit process. The regulation 
spells out that an automotive company 
must implement an effective identity 
theft prevention program. They must 
train their employees to follow its 
procedures and do its part to prevent 
identity theft from happening. So the 
normal process will have to change. It 
can’t be business as usual at the dealer-
ship or at the finance office. Certain 
new procedures must be implemented 
and followed. Also, new procedures 
must be implemented to better protect 

consumer data and prevent identity 
theft.

Additionally, automotive companies 
must ensure they are in full compli-
ance with the new Rule in order to be 
able to obtain financing from financial 
institutions or other investors. No bank 
or other investor will do business with 
an automotive company that is not in 
compliance. They will be asking a lot of 
questions about the level of compliance 
at the automotive company because 
assignee liability may accrue to them. 
Every single financial institution and 
finance company will have to comply 
and they will expect the automotive 
company to also be in full compliance. 
So compliance will be enforced by the 
marketplace, along with the FTC and 
other federal and state regulators.

AI: How have you helped these auto 
firms? Can you please give us some 
examples?

Sai Huda: Non-compliance penalties are 
severe. Failing to comply with the new 
Rule can result in civil money penal-
ties starting at USD $2,500 per each 
violation, a cease and desist order or 
worse a private plaintiff lawsuit. Non-
compliance with the Rule is double 
trouble, since non-compliance would be 
also federal or state unfair deceptive acts 
or practices or unfair business practices 
violations. Let us not forget perhaps 
the biggest penalty: negative publicity 
and harm to a company’s reputation 
and goodwill. Consumers may never 
do business with the company and tell 

others not to. With instant messaging, 
e-mail, text messages, chats, and the 
rest of the Internet, word can spread 
instantly.

Since it will take hundreds of hours 
and thousands of dollars to comply 
with the new Rule and the severe 
non-compliance penalties, Compli-
ance Coach developed CompliancePal 
to make it easy, fast and inexpensive 
to comply with the Rule. 

Hundreds of companies have already 
signed up and are using the tool to 
get into compliance. We expect thou-
sands of companies to use the tool in 
the next few months. Our goal is to 
have as many as possible out of the 
millions that need to comply. The tool 
is extremely easy to use and makes 
it simple to comply using a propri-
etary 5 step system. So for example, 
an automotive company can use it to 
do the risk assessment, map the red 
flags to appropriate detection and 
response procedures and produce the 
necessary program and training for 
its employees with a few clicks of the 
mouse and save hundreds of hours 
and thousands of dollars it would 
have to expend otherwise. Also, as 
new red flags are added from new 
schemes and cases, or if it adds new 
products or services, it can easily 
update its program and stay in com-
pliance. Let us remember: one of the 
ongoing compliance obligations is to 
periodically update the identity theft 
prevention program...

AI: Tell us a little about when you 
started working on updating Com-
pliancePal to take into account the 
new legislation and how the process 
evolved.

Sai Huda: Compliance Coach is 
always first to market with new 
automated regulatory compliance 
solutions for the financial services 
sector. We are the leader in our sec-
tor. We are always monitoring new 
legislation and regulations and de-
termining whether a tool or solution 
is necessary to facilitate compliance. 
Frequently, compliance becomes chal-
lenging for affected companies due 
to complex legal requirements, time 
limits or unintended consequences of 

CompliancePal is a web-based 
software that walks the user 
through a series of questions 
and produces the required 

risk assessment, the 
mapping of red flags to 

appropriate detection and 
response procedures, the writ-

ten program, the training 
materials and the compliance 
status report, everything else 
that is necessary to pass an 

audit. 



the legislation or regulation when one 
actually goes to implement compliance 
due to the impact on existing business 
processes. So as soon as the new Iden-
tity Theft Red Flags Rule was issued, 
within five days, Compliance Coach 
developed a training program for our 
customers to educate them on the Rule 
and its impact, and started to develop 
a software solution and be the first 
to market. We put together a team of 
subject matter and technology experts, 
and within a few months, developed the 
CompliancePal software and launched 
it. We are the first to market and the so-
lution is receiving rave reviews from the 
industry and customers. CompliancePal 
provides an extremely compelling and 
powerful value proposition. How else 
can one quickly and easily get into and 
stay in compliance with the new Rule?

AI: How has industry reacted to the 
updated CompliancePal?

Sai Huda: Hundreds of companies have 
already signed up and are using the tool 
to get into compliance. We expect thou-

sands of companies to use the tool in the 
next few months. Our goal is to have as 
many as possible out of the millions that 
need to comply. The tool is extremely 
easy to use and makes it simple to com-
ply using a proprietary 5 step system. It 
is all web-based and there is no software 
to install. It is also most affordable with 
an annual license fee starting at only 
USD $295 for a small customer up to 
only USD $995 for a large customer. We 
are the first to market and the solu-
tion is receiving rave reviews from the 
industry and customers. For example, 
recently Daniel Kehrer, Executive Editor 
at Business.com provided the following 
review “…CompliancePal offers easy 
online tools…among seven of the best 
and brightest 2008 web-based 
products…”

Something Had to be Done...
The Identity Theft Red Flags Rule implements section 114 of the Fair and 
Accurate Credit Transactions Act (FACT Act). To combat identity theft, the 
Identity Theft Red Flags Rule requires all �nancial institutions and credi-
tors to develop and implement a written identity theft prevention 
program.

What is the Rule?
It is the Final Rule on Identity Theft Red Flags and Address Discrepancies 
Under the Fair and Accurate Credit Transactions Act of 2003, as 
published in the Federal Register, Vol. 72, No. 217, on Friday, November 
9, 2007. 

Who is covered by the Rule?
The Rule applies to a �nancial institution or a creditor such as a:

    
The Rule applies to deposit, loan or other accounts made to a person for 
personal, family, household purposes that involves or is designed to 
permit multiple payments or transactions such as a credit card account, 
mortgage loan, automobile loan, margin account, cell phone account, 
utility account, checking account, savings account, or other accounts 
that pose a "reasonably foreseeable" risk of identity theft, or a risk of loss 
to the �nancial institution or creditor.

What are the Compliance Requirements?
The Rule mandates that each covered entity:

Financial InstitutionNon-Financial Institution

Small Entity

$295

Mid-Size Entity

$595

Large Entity

$995

Identity Theft: Red Flags Rule Compliance Tool

•  Bank
•  Savings Association
•  Credit Union
•  Mortgage Lender
•  Mortgage Broker

•  Consumer Lender
•  Auto & Motorcycle Dealer
•  Utility Company
•  Phone Company
•  Other Creditor

What is the compliance deadline?
The mandatory compliance deadline is Nov. 1, 2008.

What are the consequences?
Non-compliance penalties can include:

How Can I Comply?
Easily and quickly, with CompliancePal! This one-stop 
solution allows you in just 5 Easy Steps to quickly get 
and stay in compliance!
CompliancePal is a web-based software that enables 
compliance quickly and easily. No software to install, 24 
x 7 access, all the tools to be in compliance and ongoing 
updates to stay in compliance.
For one low fee, you will receive a one year subscription 
to CompliancePal, a wizard-based tool that will produce 
your:

  

What does it cost to comply?
It could cost your organization hundreds of hours and 
thousands of dollars to develop a program! But with 
CompliancePal, one low fee saves you the time, hassle 
and headache of putting it all together.

•  Perform a Risk Assessment
•  Identify all Covered Accounts
•  Identify Relevant Identity Theft Red Flags for Covered Accounts
•  Implement Appropriate Detection and Response Procedures
•  Develop a Written Identity Theft Prevention Program
•  Obtain Board of Directors Approval
•  Train Appropriate Staff
•  Update the Program Periodically
•  Review Compliance at least Annually

•  Civil Money Penalty for Each Violation
•  Cease and Desist Order
•  Lowering of Examination Rating
•  Negative Publicity, Loss of Business
•  Consumer Lawsuit

Easy
STEPS5 

•  Identity Theft Risk Assessment
•  Mapping of Reds Flags to Appropriate Detection
    and Response Procedures
•  Written Identity Theft Prevention Program
•  Training Program
•  Compliance Status Report

EARLY-BIRD
SPECIAL!

www.CompliancePal.com

Sign Up Today @ www.CompliancePal.com

Compliance Coach, Inc. is the nation’s leading regulatory 
compliance advisory, consulting and training services 
company. It provides compliance risk management, 
training, consulting solutions, and a variety of compliance 
related tools to 5 of the top 10 banks and hundreds of 
�nancial institutions throughout the U.S.

Asset Size
$165 Million

or Less

Annual Sales
$1 Million

or Less

Asset Size More
Than $165 Million

to $1 Billion

Annual Sales
More Than $1 Million

to $6.5 Million

Asset Size
More Than
$1 Billion

Annual Sales
More Than

$6.5 Million

Compliance Coach is a leading 
provider of automated regulatory 
compliance solutions to the financial 
services industry. Seven of the top 
10 banks and hundreds of financial 
institutions throughout the U.S. rely 
on Compliance Coach’s solutions and 
services to mitigate compliance risk. 

Compliance Coach provides risk 
assessment software, e-learning and 
other tools to enable compliance with 
applicable laws and regulations. Its 
products and services are supported 
by an inhouse team of nationally 
recognized legal, compliance and 
technology experts. CompliancePal 
is the company’s latest revolution-
ary web-based software that uses a 
unique five step system to enable 
compliance with the new FACT Act 
Identity Theft Red Flags Rule, quicker 
and easier.

The company is privately held and 
venture capital backed by four of the 
top 10 banks: Wells Fargo, Bank of 
America, Citigroup and Washington 
Mutual are the company’s primary 
investors. It is based in San Diego, 
California and has a regulatory rela-
tions office in Washington, D.C. 

For further information, visit 
http://www.compliancecoach.com

For more articles, please visit http://www.ai-online.com

For more information and to purchase CompliancePal, 
visit: http://www.compliancepal.com




